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Traditional Safety and
Communication Systems




Example: Safety Incident w/ Traditional Systems

Professor calls safety office Safety officer calls fire Fire department closes
to initiate response protocol. department. building and calls for Hazmat.

Dean e-mails students to Hazmat finds fumes are Dean calls mayor to tell
tell them class is canceled toxic & nearby areas are of community impact.
in science building. affected. Calls Dean.

Mayor sends police to Nearby elementary school In-transit students show up
evacuate neighborhoods. starts calling parents. to the building for class.
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Traditional Systems Response




Pain of Traditional CCTV...Limited Accessibility,
Mobility |

+ Central station access only
No remote access
No on-scene collaborative
access

+ Investigation delays
Locate tape in archive
Ship from remote location
Review hours of video




Additional Convergence Drivers




Converged
Systems

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




collaboration

Trends 2007: Physical and Logical Security Convergence
Forrester Research




Safety Incident: Converged Systems




Converged Systems Response




Comparison of Legacy vs IP-based Video
Surveillance Systems

ANGIoY |




Cisco is experienced with Convergence
Waves of Convergence

1990s

Network Consolidation
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Cisco’s Vision for Safety and Security
Delivering the Intelligent Converged Environment

Maximize Value

. Y Peer System Integration .
POS Integration ‘ Greater Utility

EAS, Analytics Phase 4

Network Transformation Flexible New

Solution Integration
System / Device ‘ Deployments &

Expansion Phase 3 Capabilities

Web / Network — Centric Security
Accessible, Scalable, Interoperable ‘ Faster Respons?s
Partner Ecosystem More Collaborative
Phase 2
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— B Analog - Network Convergence :.everage
Intelligent Information Network - nvestments,

Standards-based Architecture Phase 1 EXperi(_ence and
Expertise
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Cisco Stream Manager

Protects Investments

Compact Manageability

Smooth Migration

IT-Caliber Storage







Cisco Video Surveillance Manager Solution

Cisco Video Surveillance Software Suite

Capture ™= Manage ™= Archive » View ™ Distribute

e
g Fh

Video Management Video Storage User Portal Virtual Matrix Switch
Analog and (MS & ES) (SS) (OM)

IP Cameras s yideo Collection * DAS, SAN, NAS Video Viewing * Single Control
* Video Routing * | ocal and Remote PTZ and Presets Multiple Displays
* Storage & Retrieval Loops and Events System Configuration = ideo Switching
* Event management * Redundant Archives Uszer Managemeant = ideo Wall
* Rules Engine = Optional Clustering Reporting
* C3/4 Integration * Hardware Agnostic Event Display

Operating Systems and Data Bases
Linux, Windows XF MySOL, Oracle, dB/2

Communications
Imternet - Intranet - TCF/F - HTTR{=) - RTP -RTSF

MS - Media Servet Common APII

ES - Encoding Server 'l ;..I_
SS - Storage Systemn m s
OM - Operations Manager

VM - Virtual Matrix Video Custom Access
Analytics Interface Control Wall Office
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Cisco IP Video Surveillance Camera
2500 Series

Cisco Standard Definition IP
Cameras

Wired Power over Ethernet (POE)
Wireless 802.11b, g, n

Cisco Design for Physical Security
Camera — Not just web cams

High Quality, Excellent Video
Images — On Par with Analog
Cameras (NTSC, PAL)

Fully Featured - Day/Night, Audio,
Contacts, Alarms

One camera suitable for many
applications — Indoor/Outdoor
Variable Lighting

Networking Features

Camera shown with optional DC auto iris lens, available separately
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Cisco Access Control

= Hardware:
Cisco Access Gateway controlling a door

Additional modules for readers, inputs and
outputs can be connected to the Access
Gateway via a CAN bus

= Software:

Cisco Physical Access Manager (Cisco PAM):
Enterprise class Management application with
rich interfaces to IT applications and ldentity
stores.

Web interface to Gateway for local management
and monitoring

Enterprise Application Integration Studio for IT
integration
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Folicies: 2 Chem-Hazard Alert

Cisco PMC 8 &3







Cisco Integrated Video Surveillance

The Cisco Integrated Video Surveillance Solution provides a cost effective way
to deploy globally accessible surveillance to your remote sites

EVM-IPVS-16A:Analog Video Gateway

Offers analog video interface for IP Video Surveillance

“@DDDCDDDDDD Solutions

NS PV r e el 16 Analog Video Ports: MUPEG, MPEG-4, H.264
8 Contact Closure Ports
2 RS-485 ports for device Pan/Tilt/Zoom control

Integrated Video Management and Storage System
Targeted at <32 stream (camera) deployments

Utilizes pre-packaged VS Operation Manager and VS
Media Server

Manage, view and archive surveillance data for up to 32
devices simultaneously

Unified interface into IP Cameras and Analog devices
(through the AVG)

Integrated Video Management and Storage System

Key Benefits Single Box Solution for UC and Surveillance
Remote access to surveillance data for alarm/event validation
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Wireless / Mobile Video Surveillance

Integrated, Rugged Video Surveillance + Data
Communications

More Effective Use of Data
Efficient use of Network resources
Shared Information in Real Time
More Cost Effective Deployments
Integration with other sensor
applications

Best in Class Wireless Networking
=  Wireless Mesh Architecture
=  Support for Multiple Wired & Wireless
Backhauls
=  Multicast & QoS
=  Multiple Layers of IP Security

Full-featured Video
= Interoperability with Analog & IP
Cameras
Flexible compression codecs
o e Integrated Video Analytics options
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Open Architecture “Enables” other App’s

Data

Video erimeter | Electronic
Surveillance [Monitorings Access
Platform Control

stfran],
CISCO
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Analytics Intrusion Database Radar
Detection

* Digital Video enables other applications
*Need to deliver different video for
different applications
*Viewing; analysis, storage




Manager

Cisco Unified

Militar ; o, :
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Cisco Unified
Communications

Military
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Cisco Unified ™

- Communications

Military
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Integration with other network end points
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Converged Security & WLAN Management
Presence-based Services for Network and Wi-Fi Devices

Cisco wWireless Control System Username: dstiff Logout Refresh

Monitor Configure *  Location *  aAdministration ~  Help

Maps > Cisco S1 - Site 5 > BLD 14 > 4th floor |“ PP ————

Yiew Filters RSSI Color Lookup Zoom Refresh

. [100°2 =] [5min =]

Contributing APs

¥ sici4-4zb-ape
¥ sici4-41b-apa |150
¥ sjci4-41b-ap1 . . ] o~ T -
V¥ sici4-41b-aps E ;4.'_.r' bl . sjcld-42b-apS
IV sici4-42b-apz

Refresh Heatmap

Load

Loaded 2 coverage areas_l
Done,

Loading Markers..

Loaded 3 markers

Cone,

Setting Default View..
Cane, 7

Location data was retrieved
within last 15 minutes

Moblllty, Network and Physmal Secure Access
Event-tagged video

Remote Management and Authentication
Location-based Security
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Why Cisco?
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